
International Advance Journal of Engineering, Science and Management (IAJESM)  

Multidisciplinary, Indexed, Double Blind, Open Access, Peer-Reviewed, Refereed-International Journal. 
SJIF Impact Factor = 7.938, July-December 2024, Submitted in October 2024, ISSN -2393-8048 

Volume-22, Issue-III            iajesm2014@gmail.com 160 

A Study of Cryptanalysis Methods for Social Media Applications: 

Revealing the Mysteries 
Saurabh, Ph.D. Scholar, Department of Mathematics, Shri JJT University Jhunjhunu, Rajasthan 

Dr. Vineeta Basotia, Research Guide, Department of Mathematics, Shri JJT University, Jhunjhunu, Rajasthan 

Abstract 
In today's digital world, social networking apps are commonplace and offer users easy ways 

to communicate, share information, and engage with others. However, the growing risks of 

identity theft, data breaches, and illegal access have raised questions about the security and 

privacy of these apps. Finding flaws and vulnerabilities in the cryptographic systems of social 

networking apps is made possible by cryptanalysis, the science of examining and cracking 

cryptographic protocols. In this survey, we examine the most recent cryptanalysis methods 

used in social networking applications, such as secure messaging, key management, 

authentication, and encryption algorithms. We examine the advantages and disadvantages of 

these cryptographic methods and talk about typical attack methods and defenses. We also 

discuss new developments and potential paths in cryptanalysis for social networking apps, 

including post-quantum cryptography, blockchain, and quantum computing. By giving 

researchers, practitioners, and policymakers a thorough picture of the state of cryptanalysis in 

relation to social networking apps, this survey hopes to highlight the opportunities and 

difficulties associated with protecting these widely used communication channels. 
Keywords: Social networking apps, Cryptographic techniques, Encryption algorithms, Secure 

messaging, Data breaches, Privacy, Security, Quantum computing, Blockchain, Post-quantum 

cryptography. 

INTRODUCTION 

In the current digital era, social connection and communication are easier than ever because 

to the widespread usage of social networking apps like Facebook, Instagram, WhatsApp, and 

Twitter. Through these apps, users can interact with online communities, connect, and 

exchange information. However, worries regarding the security and privacy of the data 

shared on social networking apps have increased along with their popularity. 

When evaluating the security of social networking apps, cryptanalysis—the science of 

deciphering and analyzing cryptographic protocols—is essential. The confidentiality, 
integrity, and authenticity of data sent over social networking apps are safeguarded by 

cryptographic techniques such as secure messaging, key management, encryption algorithms, 

and authentication. These cryptographic techniques are not perfect, though, and are 

susceptible to a number of attacks, including brute-force, man-in-the-middle, and 

eavesdropping. The goal of this review is to present a thorough analysis of the most advanced 

cryptanalysis methods currently used in social networking applications. We will go over the 

advantages and disadvantages of popular cryptographic methods utilized in these applications 

as well as the risks and weaknesses they could encounter. We'll also look at new 

developments and potential paths in cryptanalysis, such as the effects of quantum computing, 

the possibilities of blockchain technology, and the developments in post-quantum 

cryptography. Researchers, practitioners, and policymakers can learn about the opportunities 

and difficulties in protecting these ubiquitous communication platforms and create efficient 

plans to improve their security and privacy by studying the cryptanalysis landscape of social 

networking apps. 

LITERATURE REVIEW 

An important area of study in relation to social networking apps has been cryptanalysis, 

which is the study of deciphering and analyzing cryptographic protocols. Because of the 

growing popularity of these apps, researchers are looking into the cryptographic methods 

used in these platforms in order to address concerns regarding the security and privacy of 

user data. Fundamental cryptographic methods called encryption algorithms are employed in 

social networking applications to safeguard the privacy of user data. Numerous popular 

encryption methods have been thoroughly examined in relation to social networking apps, 
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including Elliptic Curve Cryptography (ECC), RSA, and Advanced Encryption Standard 

(AES). Various cryptanalysis approaches, including side-channel attacks, brute-force 

assaults, and differential cryptanalysis, have been investigated by researchers in an effort to 

find flaws and vulnerabilities in these encryption systems. 

Post-quantum cryptography has also gained popularity as a means of defending against 

assaults based on quantum computing that can jeopardize the security of existing encryption 

techniques. In social networking apps, key management is yet another crucial component of 

cryptographic protocols. In order to encrypt and decrypt data, cryptographic keys must be 

created, shared, and stored. The goal of cryptanalysis of key management systems in social 

networking applications has been to find flaws in the processes that generate, store, and 

distribute keys. The possible weaknesses in key management procedures have been 

investigated through the study of attacks including key guessing, key brute-forcing, and key 

exchange assaults. A key element of social networking app security is authentication, which 

verifies that users are who they say they are. The process of cryptanalysis of these 

applications' authentication systems has required examining a number of protocols, including 

biometric, two-factor, and username and password authentication. Scholars have studied 

assaults including dictionary attacks, replay attacks, and password guessing to find possible 

flaws in authentication systems. 

As it guarantees that user-to-user communications are shielded from unwanted access, secure 

messaging is yet another crucial feature of social networking apps. These applications' secure 

messaging protocols have been the subject of cryptanalysis, with particular attention paid to 

end-to-end encryption, message integrity, and authentication methods. The security of secure 

messaging in social networking apps has been assessed using threats such message replay, 

tampering, and interception. 

Emerging trends have also impacted the cryptanalysis landscape of social networking apps, in 

addition to conventional cryptographic techniques. Research has looked into how quantum 

computing might affect existing cryptographic techniques, with studies examining how 

vulnerable existing encryption methods are to assaults based on quantum computing. 

Blockchain, a distributed and unchangeable ledger technology, has also drawn interest as a 

possible way to improve social networking apps' security and privacy. Another emerging 

topic of active research in the realm of cryptanalysis for social networking apps is post-

quantum cryptography, which refers to quantum-resistant cryptographic systems made to 

withstand attacks by quantum computers. 

To sum up, while evaluating the security and privacy of social networking apps, cryptanalysis 

is essential. Research on this subject has concentrated on examining the secure messaging 

systems, key management, encryption algorithms, and authentication utilized by these 

applications. Social networking app cryptanalysis has also been impacted by new 

developments like post-quantum cryptography, blockchain, and quantum computing. The 

results of these investigations offer significant perspectives for scholars, professionals, and 

legislators to comprehend the obstacles and possibilities in safeguarding these ubiquitous 

communication platforms and formulate efficacious tactics to improve their security and 

privacy. 

SURVEY 

A. Facebook 

With billions of active users worldwide, Facebook is one of the most widely used social 

networking apps. Over the years, it has encountered many security issues. This section will 

cover some of the most important facets of Facebook's security, such as the safeguards the 

company has put in place to secure user data, significant security events that have impacted 

Facebook, and persistent issues and complaints about Facebook's security procedures. 

Data Protection Measures: 

Facebook has put in place a number of safeguards to secure user data, such as multi-factor 

authentication for user accounts, encryption of data while it's in transit and at rest, frequent 
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security audits, and bug bounty programs that incentivize ethical hackers to find and disclose 

security flaws. Additionally, Facebook has privacy settings that let users regulate the 

accessibility of their material and personal information, as well as options for reviewing and 

managing permissions for third-party apps. 

Notable Security Incidents: 

Facebook has experienced several high-profile security incidents in the past, including the 

Cambridge Analytica scandal in 2018, where the personal data of millions of Facebook users 

was harvested without their consent and used for political purposes. Additionally, there have 

been data breaches and security incidents involving unauthorized access to user accounts, the 

exposure of sensitive user data, and incidents related to fake accounts and misinformation . 

Ongoing Concerns and Criticisms: 

Despite the measures implemented by Facebook, there are ongoing concerns and criticisms 

related to its security practices. Some of the concerns include the collection and use of user data 

for targeted advertising, the spread of misinformation and fake news, privacy issues related to 

third-party apps, and the potential for abuse of user data by malicious actors. Additionally, 

there are concerns about Facebook's handling of user data, transparency in its security 

practices, and the adequacy of its efforts to combat cyber threats and protect user privacy. 

In response to these concerns and incidents, Facebook has taken steps to improve its security 

measures, such as enhancing privacy settings, increasing transparency, and investing in 

cybersecurity technologies and expertise. However, the complex nature of social networking 

platforms and the evolving landscape of cybersecurity pose ongoing challenges for ensuring the 

security of Facebook and other social networking apps. 

In conclusion, Facebook has implemented various security measures to protect user data, but 

it has also faced notable security incidents and ongoing concerns. It is important for 

Facebook and other social networking apps to continue to prioritize user data protection, 

transparency, and cybersecurity efforts to address the challenges and criticisms associated 

with their security practices. Users should also be vigilant about their privacy settings and 

exercise caution while sharing personal information on social networking apps. 

B. TWITTER 

Users can post and engage with brief messages called "tweets" on the well-known social 

networking software Twitter. Twitter has security issues, much like any other online network. 

These issues include data protection protocols, noteworthy security events, and persistent 

worries and complaints. 

Data Protection Measures: Twitter has implemented various data protection measures, 

including encryption of data in transit and at rest, multi-factor authentication for user 

accounts, and regular security audits. Twitter also provides privacy settings that allow users 

to control the visibility of their tweets, and offers options for users to manage third-party app 

permissions. Additionally, Twitter has a bug bounty program that encourages ethical hackers 

to identify and report security vulnerabilities. 

Notable Security Incidents: Twitter has faced notable security incidents in the past, including 

data breaches where user data was exposed, unauthorized access to high-profile accounts 

resulting in account takeovers, and incidents related to fake accounts and misinformation. 

These security incidents have led to concerns about the security of user data on Twitter and 

the potential for abuse of the platform. 

Ongoing Concerns and Criticisms: 

There are ongoing concerns and criticisms related to Twitter's security practices. These 

concerns include the spread of misinformation and fake news, the presence of bots and 

malicious accounts, privacy issues related to data sharing with third-party apps, and the 

potential for cyber-attacks targeting user accounts and information. There are also concerns 

about Twitter's efforts in combating harassment, hate speech, and other forms of online abuse 

on the platform. 

In response to these concerns, Twitter has taken steps to improve its security measures, such as 
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enhancing its encryption protocols, implementing stricter authentication measures, and 

increasing transparency in its security practices. Twitter also works to identify and suspend 

accounts engaged in malicious activities and misinformation. However, the constantly 

evolving nature of cybersecurity poses ongoing challenges for ensuring the security of 

Twitter and other social networking apps. 

C. WHATSAPP 

WhatsApp is a well-known social networking program that lets users exchange multimedia 

material, make voice and video chats, and send and receive messages. WhatsApp has security 

issues like data protection policies, significant security events, and persistent complaints and 

criticisms, much like any other internet platform. 

Data Protection Measures: 

WhatsApp uses end-to-end encryption for all messages, meaning that messages are encrypted 

on the sender's device and can only be decrypted by the intended recipient's device. This 

ensures that messages exchanged on WhatsApp are secure and cannot be intercepted by third 

parties, including WhatsApp itself. WhatsApp also provides features such as two-step 

verification for user accounts, privacy settings, and options to control the visibility of profile 

information and content. 

Notable Security Incidents: 

WhatsApp has faced notable security incidents in the past, including instances of malware 

attacks targeting users' devices, phishing attacks attempting to steal user credentials, and 

incidents of unauthorized access to user accounts. These incidents have led to concerns about 

the security of user data and privacy on WhatsApp. 

Ongoing Concerns and Criticisms: 

There are ongoing concerns and criticisms related to WhatsApp's security practices. These 

concerns include the potential for spreading misinformation and fake news, the presence of 

malicious accounts and spam, privacy concerns related to data sharing with Facebook (which 

owns WhatsApp), and the use of WhatsApp for illegal activities such as cyberbullying and 

harassment. 

In response to these concerns, WhatsApp has implemented measures such as improved 

encryption protocols, enhanced security features, and efforts to combat misinformation and 

spam on the platform. WhatsApp also provides resources for users to report and block 

malicious accounts and content. However, the constantly evolving nature of cybersecurity 

poses ongoing challenges for ensuring the security of WhatsApp and other social networking 

apps. 

II. TECHNICAL ASPECT 

The table compares the data protection measures, notable security incidents, and ongoing 

concerns/criticisms for three social networking apps: Facebook, WhatsApp, and Twitter. 

Data Protection Measures: 

• Facebook, WhatsApp, and Twitter all employ encryption of data in transit and at rest to 

protect user data from unauthorized access. 

• They offer privacy settings that allow users to control the visibility and sharing of their 

data. 

• Multi-factor authentication is available as an additional layer of security for user accounts. 

• All three platforms have bug bounty programs that incentivize security researchers to 

report vulnerabilities and help improve their security. 

Security Incidents: 

Facebook, WhatsApp, and Twitter have faced notable security incidents in the past, including 

data breaches that exposed user data, unauthorized access to user accounts, and incidents 

related to fake accounts and misinformation. 

These security incidents have raised concerns about the safety and privacy of user data on these 

platforms. Ongoing Concerns/Criticisms: 

• Privacy concerns related to data usage and advertising practices are often raised against 
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Facebook, WhatsApp, and Twitter. 

• The spread of misinformation and fake news on these platforms is also a persistent concern. 

• The presence of fake accounts, spam, bots, and malicious accounts is another ongoing 

challenge. 

• There are also concerns related to third-party app permissions and data sharing practices 

with Facebook. 

Security Aspect Facebook WhatsApp Twitter 

Data Protection - Encryption of data in 

transit and at rest<br>- 

Privacy settings for 

user data<br>- Multi-

factor 

authentication<br>- 

Bug bounty program 

- End-to-end encryption 

for messages<br>- Two-

step verification for user 

accounts<br>- Privacy 

settings and control over 

profile information 

- Encryption of data in 

transit and at rest<br>- 

Privacy settings for 

user data<br>- Multi-

factor 

authentication<br>- 

Bug bounty program 

Security Incidents - Data breaches 

exposing user 

data<br>- Unauthorized 

access to user 

accounts<br>- Fake 

accounts and 

misinformation 

incidents 

- Malware attacks 

targeting users' 

devices<br>- Phishing 

attacks attempting to 

steal user 

credentials<br>- 

Unauthorized access to 

user accounts 

- Data breaches 

exposing user 

data<br>- 

Unauthorized access to 

user accounts<br>- 

Fake accounts and 

misinformation 

incidents 

Ongoing 

Concerns/Criticisms 

- Privacy concerns 

related to data usage 

and advertising<br>- 

Spread of 

misinformation and 

fake news<br>- 

Presence of fake 

accounts and 

spam<br>- 

Cybersecurity threats 

targeting user accounts 

- Privacy concerns 

related to data sharing 

with Facebook<br>- 

Potential for spreading 

misinformation and fake 

news<br>- Presence of 

malicious accounts and 

spam 

- Privacy concerns 

related to data usage 

and advertising<br>- 

Spread of 

misinformation and 

fake news<br>- 

Presence of bots and 

malicious 

accounts<br>- Privacy 

issues with third-party 

app permissions 

III. CONCLUSION 

A serious problem that impacts millions of users globally is the security of social networking 

programs like Facebook, WhatsApp, and Twitter. We talked about these well-known social 

networking apps' data protection policies, noteworthy security events, and recurring issues 

and complaints. 

All three platforms have experienced significant security incidents, such as data breaches, 

unauthorized access, and incidents involving false accounts and misinformation, even though 

they have put encryption, privacy settings, multi-factor authentication, and bug bounty 

programs in place to protect user data and handle security incidents. Furthermore, these social 

networking apps are still under threat from persistent privacy issues, false information, and 

fraudulent accounts. To overcome the difficulties and complaints related to their security 

procedures, these platforms must give user data privacy, openness, and cybersecurity top 

priority. In conclusion, in order to preserve user confidence and guarantee the security and 

privacy of their data, social networking app firms must keep enhancing their security 

protocols and tackling the persistent issues with privacy, false information, and fraudulent 

accounts. 
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