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Abstract

Finger vein recognition is an advanced biometric modality which enhance the reliable,
emerging and security. Several finger vein recognition system were developed to provide more
security. But, the efficiency of finger vein recognition have some issues such as poor
performance, recognition interference and so on. Hence, the proposed methodology improved
to overcomes these issues and enhance the performance. Initially, per-processing the data
which is gathered from finger vein dataset. The Gaussian Bilateral filter (Bi-GLa) utilized for
noise removal and Clipping Intensity Quadrant Histogram equalization (CligHE) used to
enhance the contrast of image. Then, the Integrated dense residual network (InDeRn) model
employed to extract the data. It done by extracting the feature from two models and then it
fused together to provide efficient feature. Then, the Integrated Gated convolutional
bidirectional LSTM (InGC-BiLstm) model is developed to recognise the finger-vein as
Genuine user or imposter. Then, the hyperparameter utilized in the classification model are
tuned by Hybrid levy dwarf mangoose optimizer (LeDMO). The efficiency of proposed
technique determined by comparing it with other related techniques. The accuracy of proposed
technique is obtained to be 99.60% which is higher than other technique. The False Rejection
rate (FRR), False Acceptance rate (FAR) and Genuine Acceptance Rate (GAR) are obtained
to be 0.0039, 0.107 and 0.26 7. These analysed determines the efficiency of proposed technique
is improved its performance than other existing technique.

Keywords: Finger Vein Recognition, Bilateral Filter, Histogram Equalization, Dense Network,

Residual Network, Bi-LSTM.

1. Introduction

Automated personal identification using vascular biometrics such as finger vein
images, which is widely used in many applications like e-governance and eObusioness
applications. Finger vein recognition is an important mechanism to identify the personal
identity based on exact patterns of finger veins in each person fingers [1]. In real-time, physical
traits or behaviours of the person can be identified by bio-metric authentication system. Bio-
metric authentication system has two models of operations such as identification and
verification [2]. The hand vein recognition can be performed by collecting different vein
images from the dataset and enhanced by different filtering techniques for better performances.
The major advantages of finger vein images identification is high accuracy, avoid spoofing
attack and provide more security [3, 4]. There are several bio metric signatures such as
fingerprint, face, iris and hand geometry are used to control access and user authentication in
security systems [5].

The finger veins models has been divided into two main categories such as learning and
non-learning models. In learning models, the features are extracted with the help of Gabor filter
and non-learning models has some issues like finger-vein pictures quality and texture deletion
[6]. Biometric recognition is an important technology to provide security, which is more
reliable and secure than other existing models. Bio-metrics technology based on finger vein
images are very popular in both industrial and education system due to its robustness of the
models [7, 8]. Several Deep learning models (DL) are developed such as convolutional neural
network (CNN), recurrent neural network (RNN), artificial neural network (ANN) and so on.
In existing research works, the finger vein recognition can be performed by the combination of
convolutional RNN model with finger vein image dataset
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[9].
The recognition of finger veins has been performed by deep generalized label finger vein
(DGLFV) to gather feature maps, which helps to enhance the accuracy of the model [10].
Finger vein recognition is performed with enhanced images, thus the image enhancement can
be performed by Contrast limited adaptive histogram equalization (CLAHE) and median filter
are applied to the images. CNN model with transfer learning is used to recognise finger veins
effectively [11, 12]. CNN classifier model used loss function like triplet loss function with hard
triplet online selection for finger vein recognition [13]. Finger vein recognition can be
performed by following stages like pre-processing for image enhancement, feature extraction
and selection of features to enhance the classifiers model performances and finally, the
classifier model is used to recognize the finger vein accurately [14].
In previous research work, the features are extracted for finger knuckle print (FKP) and finger
vein (FV) using AlexNet, VGG 16 and ResNet 50 models for effective enhancement in
classification phase [15]. Based on shape and texture features in finger vein images are
classified by using densely connected CNN model was performed by two different datasets
such as Shandong university homologous multi-modal traits finger vein datasets and hong-
kong university finger vein database [16]. Vascular biometrics recognition (VBR) can be
designed on a smartphone with DL model. Here, the features can be extracted by CNN model
for classification of finger veins [17]. The vascular biometrics are used for automatic person
identification and a robust finger vein identification model has been developed with CNN
model and the finger vein images can be captured with the help of near infrared (NIR) light
[18]. The vein texture features in the input are gathered by Fully CNN model with conditional
random field (CRF)and the hybrid RNN and Residual network Kk is used to recognise the finger
veins based on the collected features [19, 20]. Finger vein recognition is an important
mechanism for bio-metric technology, which is used in both industrial and education areas. In
existing research analysis, several classification models were developed such as CNN, SVM
and other transformer based models. These models has some issues like less classification
accuracy, the robustness of the model is very less, the hyperparameters are not tuned properly
which leads to reduce the efficiency of the modes. In addition to that, the existing models use
less number of datasets and parametric analysis and the complexity of the model was very high,
which results in very less amount of performances and consumption of energy is very high. In
order to suppress these issues, an efficient DL based Finger vein recognition using effective
optimization and feature extraction strategy. The major contribution of proposed technique
described as follows.

e To pre-process the image to improve its quality, the Bi-GLa and CligHE utilized for noise
removal and contrast enhancement.

e To extract finger vein features from the input images using Integrated dense residual
network (InDeRn).

e To recognize finger vein based on optimal features using Integrated Convolutional Gated
bidirectional LSTM (InGC-BiLstm) and the hyperparameters are tuned by Hybrid levy
dwarf mongoose optimizer (LeDMO), which improves classification accuracy.

e To verify the efficient performance of proposed technigque, comparison would be conducted
with several related techniques.

The remaining content of this research work has been organized in the following manner:

Section 2 includes the survey of various related technique with its limitation and performance.

In Section 3, the details and function of proposed methodology described briefly with Figures

and equation. Then, the results are obtained and discussed in Section 4 and overall conclusion

of the paper given in Section 5.

2. Related works

Survey of some related techniques over finger vein recognition described briefly as follows.

FHHlicjesim VOLUME-23, ISSUE-III injesm2014@gmail.com 609

Elienlti FY Tt | Wi Mackeott



mailto:iajesm2014@gmail.com

JSSN: 2393-8048
International Advance Journal of Engineering, Science and Management (IAJESM)

Multidisciplinary, Multilingual, Indexed, Double Blind, Open Access, Peer-Reviewed, Refereed-Intemnational Journal.
SJIF Impact Factor =8.152, January-June 2025, Submitted in April 2025

Zhang et al. [21] suggested a lightweight convolutional attention model (LCAModel) was used
for finger vein recognition to attain better accuracy. The finger vein features in the images were
extracted by attention and convolutional models. These attention and convolutional models
based features were fused in to a single features and passed in to classification phase. Here,
Support vector machine (SVM) models was used to classify the finger vein images effectively.
The performances such as accuracy, loss curve and time consumption. Single dataset was used
in this model, thus the model had less accuracy and less robustness were the major limitations.
Safie et al. [22] developed a multiple clip contrast limited adaptive histogram equalization
(MC-CLAHE) to enhance the finger images before passed in to classifier models. The
classification of finger vein images were classified by pre-trained CNN model called AlexNet
model for both feature extraction and classification. The dataset was collected from open
source namely FV-USM dataset for finger vein recognition. The performances such as false
rejection rate (FRR), false acceptance rate (FAR) and ROC curve were analysed for this model.
The limitations of the models was less accuracy has attain in classification phase due to the
traditional classifier model.
Htet et al. [23] suggested a segmentation and recognition model for palm finger vein to enhance
identification and authentication performances. Here, the U-Net model was used for
segmentation of images and recognition finger vein images using attention based residual
networks. Here, the attention models helps to remove irrelevant features from the input images.
The performances such as accuracy, precision, recall, intersection over union (loU), dice
similarity coefficient (DSC) and fl-score were analysed for this model. The overfitting
problems were occurred due to class imbalance problem was one of the limitations in this
model.
Lian et al. [24] suggested a federated learning based finger vein authentication framework
(FedFV) to reduce the issues like small sample sizes. The non-independent identically
distribution problems was solved by federated weighted proportion reduction (FedWPR),
which helps to achieve better performances. The performances such as FRR and FAR for this
model by using the dataset namely finger vein dataset. Very less number of parameters were
analysed in this models was one of the limitations.
Li et al. [25] suggested a vision transformer model for finger vein recognition (ViT-FV) model
to enhance the performances than other models. Here the dataset was collected from two
different source namely, FV-USM and SDUMLA-HMT for finger vein recognition. ViT-FV
model contains three major parts such as patch and position embedding, transformer encoder
and regularization multi-layer perceptron (regMLP). This model didn’t able to focus on open
protocols, which was used for real life. It was one of the limitations in this model. The
performance analysis such as techniques, dataset, demerits and parameter analysis for existing
research works is described in Table 1.

Table 1: Performance analysis

Author name Techniques Dataset Demerits Performances
and references
Zhang et al. LCAModel used for | Real-time Less accuracy Accuracy Curve
[21] finger vein and Less Loss curve
recognition robustness Time consumption
Safie et al. [22] MC-CLAHE to FV-USM Less accuracy FRR
enhance the finger has attain in FAR
images and AlexNet classification ROC
model for both phase
feature extraction
and classification
Htet et al. [23] Recognition finger Real-time Overfitting Accuracy
vein images using problems were Precision
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attention based occurred due to Recall
residual networks class imbalance loU
problem DSC
F1-score
Lian et al. [24] FedFV used for Finger vein Very less FRR
finger vein dataset number of FAR
recognition parameters were
analysed
Li et al. [25] ViT-FV FV-USM Didn’t able to Accuracy
and focus on open
SDUMLA- protocols
HMT

Based on the survey of related techniques, some of issues experienced with these models
include low classification accuracy, very low model robustness, and poorly tuned
hyperparameters that lower mode efficiency. Furthermore, the current models consume a great
deal of energy and produce very few performances since they employ fewer datasets and
parametric analysis, and their complexity is very high. Some of model consumes high
computational time to training the data, low quality of data also reduce the prediction. The
performance of few techniques were reduced, due to the imbalance class issues in dataset.

3. Proposed methodology

In this research work, a novel finger vein recognition for bio-metric technology using effective
deep learning model with optimization strategy. Initially, the input images are collected from
dataset and passed in to pre-processing stage for noise removal and contrast enhancement. Bi-
GLa is used to remove noise and blur in the input images and the contrast of the images can be
enhanced by using CligHE. The relevant finger vein features are exacted from pre-processed
data using InDeRn. Figure 1 represents the workflow of proposed technique.

Bi-Gla for noise
removal and blur CligHE used to
- reduction enhance the contrast
of image
B
\_/‘ '
\J

Finger vein
Dataset

Feature extraction using
InDeRe

Input image | DenseNetI | ResNet I
Genuine
user InGC-BiLstm utilized ‘____________/
r for finger vein

Imposter recognition

Figure 1: Workflow of proposed technique
The features from these two models are fused together and passed in to the classification stage.
Based on the selected features, the finger vein recognition can be performed by InGC-BiLstm.
The classifier model has some hyperparameters, these hyperparameter are tuned by LeDMO.
This hyper parameter tuning mechanism help to enhance the performances and efficiency of
the model.
3.1 Pre-processing
The pre-processing process is performed to improve the quality of image by removing the
noise, reducing blur and contrast enhancement. The Bi-GLa filter utilized to remove the noise
and blur, then CligHE employed to enhance the contrast of image.
3.1.1 Noise removal and blur reduction using Gaussian Bilateral Filter
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Assuming the noise filtering input X and guidance b are identical, the bilateral filter
dramatically declines. Due to additive noise distortion of the range kernel, the bilateral kernel
offers a limited amount of smoothing. Therefore, an essential characteristic of Bi-GLa occurs
when b and X are non-identical, indicating that the image contours are properly retained
immediately when the low-pass filtering procedure is carried out to provide a guide for the
range kernel.

The Gaussian blur process [26] is corresponds to low-pass filtering for a given image X .
Initially, the low-pass guidance image is obtained by applying the Gaussian filter. A weighted
average of the pixels in the nearby locations with a weight decreasing from the centre position
X . It used to obtain low-pass guidance image which is described in the below equation.

Y6, ()X, (1)
y
Here, the filter kernel is described in the below equation.
iy -y’ )
- B)= exp( - 2)

Here, the output the Gaussian blur process reduce the content and sharp edges of images. A
sharp gap occurs when o, values increase, indicating the requirement to perform further

averaging. Most edges in the obtained image are blurred consequently, when B and X are
identical and the filtering of input X is over smooth, the BF blurs to a standard Gaussian filter.
For the noise filtering inputs, when B and X are non-identical. It means that the Gaussian

range kernel defines the impact of pixels from low-pass guiding B_y , Which is derived from the

Gaussian blur process on X, , while the Gaussian spatial kernel is utilised for filtering input X

. The Gaussian Bilateral kernel is described in the below equation.
— |12
, _ —v[ X, -B
Gf‘”yd(X,B)=Hiexp[—”X 2y|| ]exp ——H - y” , (3)
X (o3

v GU

Here. The low-pass guidance is represented as B which could be obtained by equation (1).
Although the filtering input | is affected by varying noise composition, the Gaussian spatial
kernel on X combined with the Gaussian range kernel from B provides an accurate
preservation of image edges and outlines while smoothing the surfaces of objects within the
filtering output g(i). The filtering output g(i) of the Bi-GLa is described in the below equation.
g(x)=>_ G (x,B)x, 4)
y

3.1.2 Contrast enhancement using CligHE

The CligHE utilized for enhance the contrast of image which includes four process
named histogram partitioning, clipping, allocation of gray level and histogram equalization.
3.1.2.1 Histogram Partitioning

CligHE utilized to overcome the falsely detection due to noisy input histogram even
the filter applied for earlier histogram partition [27]. The histogram partition of CligHE is
performed using median intensity value of the image. First, the histogram of image divided
into two sub-histograms. Similarly, in order to divide the two sub-histograms into two smaller
sub-histograms each, the medians from the two partition sub-histograms are utilised as
separating points. As a result, four sub-histograms in total were obtained. Then the input
histogram's minimum and maximum intensity values have been selected as the separating
points.

The partition approach of CligHE is similar to Recursive sub-image histogram
Qquallzatlon (RSIHE). The median-based partition technique has an ability to divide the total
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number of pixels into equal segments for every sub-histogram. Therefore, mathematical
expressions to evaluate each separating point is described in the below equation.

ai = 025 x {Xwid X ><hei} (5)
a, =0.50x {Xwid x Xhei} (6)
a; =0.75x {X wid % Xhei} (7)

Here, the intensities are represented asa,, a, and a, which set to be 0.25, 0.50 and 0.75 for

total number of pixels in the histogram of image. The width and height of image are represented
as X,q and X,

3.1.2.2 Clipping Process

The enhancement rate of histogram equalization is controlled using this clipping process which
utilized to overcome the occurrence of unnatural and over-enhanced image. This clipping
process is inspired by the self-adaptive plateau histogram equalization (SAPHE) to enhance
the contrast of infrared image. Due to the unsuccessful local peak detection, this technique may
fail in the natural image. Hence, the median value of non-empty bins are located as clipping
threshold, C; using modified SAPHE. Then, the average number of intensity is replaces

clipping threshold C; which is utilized for the clipping process.

3.1.2.3 Gray Level Range Allocation

The CligHE allocates a new gray level dynamic range based on total number of pixel
for every sub-histogram and ration the gray level spans. The mathematical expression of a new
gray level range allocation described in the below equation.

Sx =8y, =8y (8)
Fx = Sx x (Ioglo A()y (9)
Rx — (Q _:I')>< Fx (10)

4
2R
h=1

Here, the dynamic gray level of x™ sub-histogram in image is represented as S, and the x"
separating point is denoted asa,. Total number of pixel in x™ sub-histogram is denoted as
A, and the dynamic range for x™ sub-histogram in output image is represented asR, . The

amount of emphasis given to A, is represented as y which is adjusted to determine the each

sub-histograms span in output histogram. The equation does not affect new dynamic range
significantly, when CligHE have equal total number of pixels in every sub-histogram. For the
purpose of complexity reduction and remove the parameter y, the equation (9) is re-written to

be below described equation.

R& (Q—l)XS (11)

X 4
2.5
h=1
The new dynamic range is allocated from [x,.X,] in the i"" sub-histogram which is
described in the below equations.

Xeare = (X=1),q +1 (12)

start

Xeng = Xstare T Ry (13)
The minimum intensity value of new dynamic range is initialized by the first x

3.1.2.4 Histogram Equalization

start*
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The CligHE equalize every sub-histogram independently, after the determination of
new dynamic ranges for every quadrant sub-histogram. The outcome of histogram equalization,

when i™ histogram is allocated at the gray level from [X,,.,%..q] Which b(e) of partition

determined using transfer mapping function. The mathematical expression of b(e) in the below
described equation.

b(e) = (Xstart - Xend )X CDF (Eh )+ Xstart (14)
Here, the cumulative density function (CDF) in sub-histogram is denoted asCDF(Eh). The

general histogram equalization equation is utilized in this CligHE, the minimum and maximum
intensities used by X, and X,,, in output dynamic range.

3.2 Feature extraction using InDeRn model
The InDeRn model utilized to extract the features which is the combination of Dense Network
and Residual network. Initially, the pre-processed image send to both Dense Network and
Residual network individually. Then, the feature from these two modes are fused together to
provide efficient performance.
3.2.1 Dense Network

Every layers in traditional CNN are connected gradually described in equation (15)
which utilized to make the network hard to go wider and deeper. Assume the input is a, , and

the output obtained after two convolutional layers isT,(a,_, ), these are added with shortcut to
input layer a,_, . Hence, the output of i" layer is the summation which is described in equation

(5).

Then, DenseNet [28] made further modifications to the model, substituting the sum of
the output feature maps of every prior layer which is described in below equation with a
combination of all the feature maps sequentially.

a =T, (ai—l) (15)
a =T, (ai—l)+ai—l (16)
a =T, ([aO’aI'aZ"""aifl]) 17)

Here, the layer index is denoted asi, non-linear operation is represented as T and the
feature from i" layer is denoted as a; .

Every feature maps propagates to prior layers and connected to new feature map using
the equation (15). Some of beneficial of DenseNet such as feature reuse, reduce either
exploding issue or gradient vanishing issue. Down-sampling the feature map for concatenation
in order to make the DenseNet feasible. The concatenation operation does not perform when
the size of feature map keep changing. There are three transition layers which include the
operation such as convolution, pooling and batch normalization operation. The Dense block
include the number of layers=5 and the set the value of growth rate ash. The feature maps of
every layer received form every prior layers.

The h feature map are generated for every operation T. and there are five layer utilized

in DenseNet which the feature maps to be obtained ash, +4h . Here, the number of feature

maps from prior layer which is represented as h and its default value is 32. According to the
network's multiple inputs, a bottleneck layer was included in DenseNet. This layer is carried
out by a 1x1 convolution preceding the 3x3 convolution layer to save computing costs by
reducing the number of feature maps. The transition layer utilized to reduce feature may by
considering the compactness of model. When n feature maps generated by the dense block
and consider compression factor asé < (0,1], then feature maps is reduced to[#n]. Here, the

number of feature map will be same whenéd =1.
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The structure of DenseNet includes three Dense Blocks such as input layer, transition layer and
global average pooling layer (GAP) layer. Here, the transition layer includes a 1x1
convolutional layer, 2x 2 average pooling layer and batch normalization layer. The GAP layer
is similar as the traditional pooling methods which reduce the whole slice into a single digit.
Figure 2 represents the Architecture of InDeRn model to extract the features.

DenseNet

Conv
pooling
Conv
pooling
pooling

DenseBlock

Pre-processed
|nTge

Transition Layer

Input

onv + BN + ReLU

‘ Weight layer
R(a) § ReLU
—_— Weight layer ‘

R(a) +a
RelLU

Figure 2: Architecture of InDeRn model
3.2.2 Residual Network
The residual network (ResNet) utilized to overcome the vanishing gradient issue during
the training process. As training continues with the gradient norm of prior layers becomes
lower and less extensive until it is zero. The yield of every residual layer in ResNet is combined
with its input to become the input of next layer. The residual mapping is utilized to build
residual learning bloc which is denoted as R(a). The ResNet block approximately evaluates

R(a)+a which is identified by the feedforward neural system with shortcut connection. The

input and output of stacked layer combined together is known as shortcut connections through
the identity mapping operation without using any additional parameters. Gradients can rapidly
flow back which provides substantially more layers and faster training. The ResNet include
more identity connection to enhance the training. The ResNet includes two main blocks named
identity and convolutional blocks.
3.2.2.1 Identity Block

The identity block is the initial block utilized in ResNet which is described in the below
equation.

8
identity

Extracted
features

Pre-processed
image

b=R(a,{Gi})+a (18)
Here, the input and output vectors of layer are represented as a andb, then the trained
residual mapping denoted by the function R(a, {Gi}). This identity block have equal
dimension of x and its structure includes three components which is described as follows.
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e The first components have 2D convolutional layer with 1x1 filter size and a stride of (1, 1).
The ReLU function is utilised for the nonlinear activation function, and BN performs the
channel axis normalisation.

e The second component is similar to the first component but with sxs filter size.

e The third component is also similar to first component without activation function ReLU.

Before applying the ReLU activation function, the shortcut and input are combined together.

3.2.2.1 Convolutional Block

The dimension of input and output are not matched in this block, hence the shortcut connection

performs linear projectionG, . It utilized to resize the dimensions between a and R which is

described in the below equation.
b=R(a,{Gi})+G,a (19)

Here, the output of stacked layer is denoted as R, the input and combined output vector of
convolutional block are represented as a andb . In this phase, the structure of identity block
followed by the structure of convolutional block with an additive 2D convolutional layer in
shortcut way. Depends on output dimension, the input a resized to be matched up with the
main path and the 2D convolutional includes 1x1 filter size and a stride of (r,r). Finally, it

combined together with the outcome of main path which utilized to control the vanishing
gradient issues.
3.3 Figure vein recognition using InGC-BiLstm model

The InGC-BiLstm model utilized to recognize the finger vein which is compressed with
some DL technique to make the classification model efficiently. The classification model
combined with Bidirectional Long Short Term Memory (Bi-LSTM) and Convolutional Gated
Recurrent unit (C-GRU).
3.3.1 Bidirectional LSTM (Bi-LSTM)
Long Short Term Memory (LSTM) is an advanced version of RNN which developed to
overcome the issue of RNN layer by memory cells. The memory cell has self-connection which
utilized to store the network temporal state. It is controlled by three gates such as input gate,
forget gate and output gate. The input and output get utilized to control the flow of input of
memory cell and output into the rest of network. The forget gate utilized to pass the output with
weights from the prior to the next neurons. Based on the high activation result, the information
resides in the memory. The information stored in memory when input unit have high activation.
The information passed to next neuron when output unit has high activation, else the
information with high weights reside in the memory cell.

The mapping between input sequence | =(1,,1,,...., 1, ) and output sequence j = (j, i, Jy)
are evaluated by the LSTM which is described in the below equation.
F=o(Wl, +Wk, _, +5;) (20)
P=c(Wyl, +Wek,_, +Sp) (21)
U=o(w,l, +Wgk,,+s,) (22)
(L) = (L) ®(F), +(P), ®(tank (w 1, +W k., +5.)) (23)
k, =U ®tank((L),_,) (24)

Here, the weights and bias variables of three gate and memory cell are represented asw,w,, ,
W, ,W, and S.,S,,S,,S, . The prior hidden layers units symbolized as k, , which add the

weights of three gates based on element-wise. Then, the current memory cell unit converted
from (L)t, after processing equation (23). The prior hidden unit outputs and previous memory

cell unit are performed by element wise multiplication which is described in equation (24).
Then, the non-linearity on top of three gates as tank form and sigmoid activation function
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described in equation (20-24). Here, the previous and current time steps are represented as t —1
andt.

The Bi-LSTM [29] is developed based on the bidirectional RNN (BRNN) to overcome
the issues of LSTM cell. Usually, the LSTM can able to process prior data but it can’t able to
access the future content. Two individual LSTM hidden layer with similar result in different
direction is known as Bi-LSTM. The prior and future information are performed in output layer

of BiLSTM. In Bi-LSTM, the input sequence | =(1,1,,...,1,) is evaluated in forward
pooop

direction IZ = (Iz,kz,....,kn) and the backward directions ask, = (kl,kz,....,kn). The outcome
of Bi-LSTM is denoted as j, which obtained by evaluating both IZ andlz. The final output
sequence of Bi-LSTM is represented as j = (jl, Joree Jpeens jn).

3.3.2 Convolutional Gated Recurrent Unit (C-GRU)

The C-GRU is performed for finger vine recognition which utilized CNN’s
convolutional feature extractor to generate the dynamic features. Then, the feature selection
phase utilized to select optimal feature. Then, the GRU utilized for finger vein recognition.
3.3.2.1 Gated Recurrent Unit (GRU)

There are two gate utilized in the general GRU named update gate and forget gate. It
trained to obtain the data form past without losing the information via time. It also utilized to
eliminate the irrelevant data which were not essential for recognition.

o Update gate: It utilized to determine the amount of pass data form prior block which
have to be forwarded to the subsequent block. It utilized to copy every past information and
eliminate the issue of vanishing gradient. The update gate is denoted as u, for t time step

which is evaluated using the equation (25). Here, the input at step t is denoted asi,, the hidden
state which includes the information for previous unit t—1 is denoted ask, ,. The weights of
i, and k, , are represented as w, andh, , then the sigmoid activation function kept the value
of u, between 0 to 1. The mathematical expression of u, is described in the below equation.

u, = G(Wuit + hu kt—l) (25)
o Reset gate: The reset gate is represented as s, which utilized to determine the amount
of past information to be forget which is described in the below equation.

9, = O-(Wu g, + hu kt—l) (26)
o Current memory content: It is represented as k; which utilized to save the relevant
data from past by reset gate which is evaluated using the below described equation.

k/ =tank(wi, + g, ®hk,,) (27)

Here, the Hadamard element-wise product is represented as® .

o Final memory: It represented as k, at current time t which is determined as vector

that includes the block’s information and it passed to the next block. The mathematical equation
of k, is described in the below equation.

k. =U, ®K,_, +(1-u,)®k/ (28)

Here, the amount of data retained from current h; and previous memory content h;,

are determined by the update gate.

Two layer of GRU network utilized to model the C-GRU which maximize the conditional
probability (p(T | C)) of convolutional timestep T over the input C at next timestep. The
current prediction are optimized by this model based on the input P . During the training phase,
the frames and timestep of input are modified and the number of input vector become less for
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this experiment. For every timestep, it moved forward to the input vectors with a single stride.
The mathematical expression of conditional probability described in the below equation.

p(T1C)=TT._, Plias; .C) (29)

The convolutional feature of input at timestep t is the input of first GRU cell. The output of
initial GRU cell is the input of next GRU cell which passed through SoftMax layer to perform
classification.

p(dt | (dt+l )) = soft maX(WI kt) (30)
Here, the learnable parameter is denoted as w, and the output of current GRU cell at time t is
represented as d, The hidden states are represented as k,, the two adjacent input vectors of
model are represented as d, and d,,,. The mathematical expression of output hidden state at
current time is evaluated using the below described equation.
kt =06 gru(dt—U kt—l) (31)

The Architecture of InGC-BiLstm model to recognize the finger vein as genuine user

or imposter is represented in Figure 3

e —  —

Balcaf/"gfrd <—( LSTM ] LSTM ]~-—( LSTM ]—-— LSTM —

Forward __[ LSTM ]_—[ LSTM ]_—[ LSTM ] ?—
layer
A | | | [ | | [

Bi-LSTM
E Hybrid levy dwarf
1 mangoose
k. _ optimizer
— - -F)
(LeDMO)
: -/‘113_
[ < .
(e a tanﬂ
] Genuine user
(i ) Imposter
C-GRU

Figure 3: Architecture of INnGC-BiLstm model

3.3.3 Hyper parameter tuned by LeDMO

The Dwarf Mongoose is a member of stochastic population based metaheuristic algorithm [30].
The behaviour of dwarf mongoose’s social and foraging mimicked by this algorithm. The
animals forage in groups, but individual dwarf mongoose does a thorough food search as
feeding is not a collective exercise. Due to their seminomadic attribute, they build their sleeping
mound close to an abundant food source and search for the next abundant food source. The
DMO initialises the mongoose candidate population before begins its updating which is
described in equation (32). Generating the population stochastically between the lower bound
(LB) and upper bound (UB) of particular issues.
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dl,l d1,2 A dl,m—l

1m

D _ 21 d2,2 A d2,m—1 dz,m (32)
M M A M M
dn,l dn,Z A dn,m—l dn,m

Here, the set of candidate’s current population is denoted as D which generate randomly using
the equation (33). The position of j™ dimension of i™™ population is represented asd; ;. The

population size is denoted n and the problem dimension is denoted asm .
d, ; = R(var min, var max, Var _size) (33)

Here, the uniformly distributed random number is denoted asR . The upper and lower
bound are represented as Var max andVar min . The problem’s dimension is represented as
Var _size . Hence, the best solution is obtained as the best solution at each iteration.

The DMO algorithm include two phases exploitation and exploration, the activities
were obtained by three social structure of DMO named the alpha group, the scout group and
the babysitters. The rest of family unit controlled by the alpha female (« ) which is selected
based on below described equation.

Fitness,
., - Fitness, (34)

> Fitness;
i=1
Here, the number of mongooses in alpha group is denoted asn— B . Number of babysitters is
denoted as B while the sound of female alpha which indicates peep to confirm that the family
is in right path. The position of sleeping mound determined by the abundant food source which
is described in the below equation.
Di., = D; + L™ peep (35)
Here, the random uniformly distributed number [-1, 1] is denoted asL . The sleeping mound
is evaluated after each iterations which described in the below equation.
Fitness,,, — Fitness,

"~ max{Fitness, ,, Fitness|}

The average value when the sleeping mound is identified which is described in the below
equation.
23

p=" (37)
n

After the completion of the babysitter exchange criterion, the next sleeping mound is scouted
with the goal to assess its suitability based on the availability of food. Since mongooses are
known to avoid return to an already visited sleeping mound, the scout group searches for
another location to ensure exploration. In DMOA, foraging and scouting are carried out
simultaneously on the theory that the further the family forages. The position of next sleeping
mound is evaluated which is described in}}he below equation.
D,-P*L*r*[D,-H]| i g, >0
= P
D, +P*L*r*[D,—H|  else
Here, the random number between the interval [0, 1] is represented as r . The parameter utilized

T [Zn:]
] .

max

(36)

(38)

i+1

The

to direct the collective-volatile movement which indicated asL=(1—
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vector utilized for movement of mongoose to another sleeping mound is denoted as

P & D xJ;
H Zl b
When the group that goes scouting and foraging looks for a sleeping mound and food source,
the babysitter's group stays with the young animals. Since, it absence from scouting or foraging,
number of members of the group is subtracted from the total amount of candidates. The
babysitters exchange with scouting for foraging group when a certain parameter were achieved
to search for food.

The levy flights is a class of non-Gaussian random process which evaluate the random process
based on levy stable distribution. The simple power law of distribution is F(u) ~ |u|7f*ﬁ, here

the index isO < < 2. The mathematical expression of Levy distribution is described in the
below equation.

\/lexp{— /4 } ! if O<pu<u<om,
Fluyw)=1\2z | 2u-u)|u=-p" (39)
0 if u<o

Here, the location or shift parameter is denoted as x and the scale parameter is denoted as
y>0. The mathematical expression of Levy distribution based on Fourier transform is
described in the below equation.

FT(h) = exp|- A[h}’ | 0<f<2, (40)
The parameter in the interval [-1, 1] is denoted as A which known as the scale factor or
skewness. The Levy index referred as an index of o stability < (0,2] and the integral’s
analytic form is not known for S except some special cases.

Case 1: The integral could be carried out analytically which is Cauchy probability distribution
for g =1.

FT(n)= exp[- Al (41)
Case 2: The distribution corresponds to the Gaussian distribution when g =2.
FT (h) = exp|- An?} (42)

Here, the parameter £ and A are utilized as major part of the determination of distribution, in
which » and g actas minor part. The shape of probability distribution controlled by £ which
obtain various shapes of the probability distribution in tail region which depends on 5. The
Algorithm of LeDMO is described in the Table 2.
Table 2: Algorithm of LeDMO algorithm

Initialize peep, n and B
Setn=n-B
Set the babysitter exchange parameter E
for T=1:max T

Evaluate the fitness function

Set the time counter t

Find alpha using equation (34)

Obtain position of candidate food using equation (35)

Evaluate new fitness function of D,

Calculate the sleeping mound using equation (36)

Evaluate average value of sleeping mound determined using the equation (37)
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. P & D, xJ,
Evaluate movement vector using H = Z 'S L.
i-1 i

Babysitter are exchange if t > E and set Fitness, =0

Updated position of scout mongooses using the equation (38) and Levy distribution
method
4. Result

The efficiency of proposed technique analysed based on some performance metric such
as accuracy, precision, recall and so on. Then, comparison is conducted with various related
technique to determine the superiority of proposed technique.
4.1 Dataset Description

The finger vein dataset is developed by Kaggle which include 106 classes and each
classed contained 2 classes such as right and left. In each classes, the image of index, middle
and ring finger are included individually. The dataset can be downloaded from the link as
https://www.kaggle.com/datasets/ryeltsin/finger-vein.
4.2 Performance metrics and formulation

The performance metric utilized to evaluate the performance of proposed technique
such as Accuracy, Precision, Recall, F1-scoare, False Acceptance Rate (FAR), False Rejection
Rate (FRR) and Genuine Acceptance rate (GAR). These performance metric are described with
its formulation to define the superiority of proposed technique.
4.2.1 Accuracy

The effectiveness and accurate detection of proposed technique is measured by the
performance metric named accuracy which evaluated using the below described equation.

T. . +T
pos neg ( 43)

Accuracy =
Tpos +Tneg + I:pos + Fneg

Here, T o, Toer Fpos @nd F., are denoted as True positive, True negative, False positive and

False negative.

4.2.2 Precision

The precision is average ratio of all positive sample's accuracy over predictions that are
positive which is described in the below equation.

- Tpos
Precision = ——— (44)
Tpos + I:pos
4.2.3 Recall
The ratio of the total number of positive data obtained is known as the recall rate which is
described in the below equation.

Tpos
Recall =———— (45)
Tpos + Fneg
4.2.4 F1-score
The F1-score is one of performance metric which utilized to measure the harmonic mean of
precision and recall which is described in the below equation.
F1- 2><Prefc_|5|on><RecaII (46)
Precision + Recall
4.25FAR
The FAR utilized to measure the probability of invalid input which is incorrectly
accepted and it described in the below equation.
R no.of accepted imposter

~ Totalamountof imposter

(47)
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4.2.6 FRR

The FRR is a performance metric which evaluated the ratio of number of false rejection

rate with total amount of transaction and it described in the below equation.
no.of false rejection

~ Totalamountof recognition attempts

(48)

4.2.7 GAR

The ratio of number of input sample are correctly recognized from the total amount of
positive input samples is known as GAR. The mathematical expression of GAR is described in
the below equation.

GAR =100 — FRR (49)

4.3 Performance analysis of proposed technique

In this section, the overall performance of proposed technique are analysed based on
Accuracy, precision, recall and so on. Then, the comparison is conducted with other related
technique such as CNN, RNN, ResNet, VGG16, EfficientNet and Vision Transformer. It
describes the efficiency of proposed technique. Figure 4 describes the performance of (a)
Accuracy, (b) Precision, (c) Recall and (d) F1-score.

100 100
90 [ %
3 80 = 80
= =
~ -
= 70} 2 70t
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2 | [ Vision Transformer | | 2 [ Vision Transformer
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s0 b s0 k- [ ResNet
0 IR
| [enn]
40 40
3 1 2 3 4 s 6 7
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I vision Transformer | | I Vision Transformer |
60 [ IEfficientNet 60 [ JEfficientNet
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40
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1 2 3

(d)

Figure 4: Performance of (a) Accuracy, (b) Precision, (c) Recall and (d) F1-score

The performance of (a) Accuracy, (b) Precision, (¢) Recall and (d) F1-socre of proposed
model represented in Figure 4 clearly describes the efficiency of proposed technique. The
Accuracy of the proposed method is obtained to be 99.60% which is higher than CNN
(90.79%), RNN (91.71%), ResNet (93.31%), VGG16 (94.36%), EfficientNet (95.18%) and
Vision Transformer (97.34%). Similarly, the other performance metric such as precision, recall
and F1-score analysed and compared with several related techniques which is illustrated in
Figure 5 (b), (c) and (d). The Precision, Recall and F1-score of proposed methodology is
obtained to be 99.60%, 99.60% and 99.59%. These comparison clearly determines the
efficiency of proposed methodology for finger vein recognition. Figure 5 represents the
performance of (a) Train Accuracy, (b) Train Loss, (c) Test Accuracy and (d) Test Loss.
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Figure 5: Performance of (a) Train Accuracy, (b) Train Loss, (c) Test Accuracy and (d)
Test Loss

The Accuracy and Loss of proposed methodology analysed while train and testing the
dataset. The performance are analysed and compared with some related techniques to
determine the efficiency of proposed technique. Figure 5 (a) and (c) illustrates the Accuracy
while train and testing the data which is higher than other comparative techniques. Similarly,
Figure 5 (b) and (d) presents the loss rate while testing the data with other related techniques
describes the efficiency of proposed technique. The comparison of FAR and FRR represented
in Figure 6 (a) and (b)
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Figure 6: Performance of (a) FAR and (b) FRR

The performance of FAR and FRR illustrated in Figure 6 (a) and (b) clearly describes
the efficiency of proposed model. The obtained FAR rate of proposed methodology is 0.107
which is less other related technique such as CNN (0.668%), RNN (0.322%), ResNet (0.669%),
VGGL16 (0.363%), EfficientNet (0.373%) and Vision Transformer (0.517%). The FRR rate of
proposed methodology is obtained to be 0.003 which is lower than other related technique. The
related technique obtains CNN (0.428%), RNN (0.081%), ResNet (0.449%), VGG16
(0.056%), EfficientNet (0.047%) and Vision Transformer (0.026%) which is illustrated in
Figure 6 (b). The comparison of GAR with some existing technique represented in Figure 7.
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Figure 7: Performance of GAR rate
The comparison of GAR rate analysed for both proposed and related technique which
describes the recognition rate of finger vein. The Proposed technique achieves the GAR as
0.26% which is higher than other related techniques. The GAR of the CNN as 0.63%, RNN as
0.32%, ResNet as 0.65%,, VGG16 as 0.36%, EfficientNet as 0.37% and Vision Transformer
as 0.52%. It clearly describes the efficiency of proposed technique which reduced the GAR
rate than other related technique. The comparison of ROC curve analysed and compared with
the existing technique represented in Figure 8.
1 T r
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Vision Transformer( AUC=0.97123)

EfficientNet(AUC=0.95001)

—_—— VGG16(AUC=0.94012)
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CNNAUC=0.90428)
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o 0.2 0.4 0.6 0.8 1
False Positive Rate

Figure 8: Comparison of ROC curve
The ROC curve of proposed model analysed its performance with other related
technique such as CNN, RNN, ResNet, VGG16, EfficientNet and Vision Transformer. It
analysed its performance based on the value of Area under the Curve (AUC). Figure 8 clearly
illustrate the AUC rate of proposed technique is higher than other related technique. Figure 9
represents the confusion matrix for Finger vein dataset.
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Figure 9: Confusion matrix

The confusion matrix utilized to describe the efficiency proposed technique for Finger

vein dataset. It majorly utilized to determine the how many data were wrongly will be

prediction which analysed through the confusion matric. The prediction rate of proposed

method analysed based on the Predicted and Target class. It describes that the proposed method

achieves efficient finger vein recognition. Nearly 10 classes were analysed which majorly
achieves 100% recognition, one or two data would be wrongly predicted data.
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4.4 Discussion

The performance of proposed method analysed with various related technique which
determines the efficiency of proposed technique. Comparison of the related technique with
proposed model analysed based on the Accuracy of Finger vein recognition. Table 3 describes
the comparison of proposed technique with related technique based on their performance.
Zhang et al. [21] developed LCAModel used for finger vein recognition which achieves
99.52% accuracy. Safie et al. [22] developed MC-CLAHE to enhance the finger images and
AlexNet model for both feature extraction and classification which achieves 96.4% accuracy.

Table 3: Comparison Analysis with proposed technique

Author name Technique used Dataset used performance
and
reference
Zhang et al. LCAModel used for finger vein Real-time Accuracy-99.52%
[21] recognition
Safie et al. MC-CLAHE to enhance the finger FV-USM Accuracy-96.4%
[22] images and AlexNet model for
both feature extraction and
classification
Htet et al. [23] | Recognition finger vein images Real-time (Equal Error Rate)
using attention based residual EER - 0.018%
networks
Lian et al. FedFV used for finger vein Finger vein EER- 0.95%
[24] recognition dataset
Lietal. [25] VIiT-FV FV-USM and EER-0.068%
SDUMLA-
HMT
Proposed InGC-BiLstm model Finger-vein Accuracy-
dataset 99.60%

Htet et al. [23] developed Recognition finger vein images using attention based residual
networks which achieves 0.018% EER. Lian et al. [24] developed FedFV used for finger vein
recognition which achieves 0.95% EER. Similarly the other related technique analysed its
performance with proposed techniques and compared which describes the efficient
performance of proposed technique.
5. Conclusion
The proposed approach was developed to address the problems and increase performance.
Initially per-processing the collected data from the finger vein dataset. CligHE is used to
improve image contrast, and Bi-GLa is used to reduce noise. Then, the data was extracted using
the InDeRn model. To develop an effective feature, the features from two models are extracted
and then fused together. Next, the INGC-BiLstm model is created to identify whether a finger
vein belongs to a genuine user or an impostor. Next, LeDMO adjusts the hyperparameters used
in the classification model. By contrasting the proposed method with other relevant procedures,
its efficiency is established. The proposed method yields a higher accuracy of 99.60% than
other techniques. The FRR, FPR and GAR rate of proposed technique is obtained to be 0.0039,
0.1071 and 0.2678. In future, the performance of proposed model improved will be improved
by developing more efficient DL-based feature extraction and classification technique. Then,
more dataset will be explore to analyse the efficiency of proposed method.
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